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Growing healthcare needs

« The population of Hong Kong is facing an ageing demographic characterised by increased
longevity, along with a rise in the percentage of individuals suffering from chronic diseases. This
demographic shift is mounting unprecedented pressure on the healthcare system.

The potential of telehealth

« With ongoing technological advancements, telehealth can offer patients more convenient,
affordable and quality access to healthcare services while also improving efficiency.

« Climate change may contribute to the spread of infectious diseases, making physical visits to
healthcare facilities less feasible; in such scenarios, telehealth can play a crucial role in ensuring
continued access to healthcare services.

» Telehealth might extend to cross-boundary usage in the future, yet there are challenges such as
cross-boundary liability and data transfer issues, particularly when healthcare services operate
across different jurisdictions.
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Strategic direction
Global

« The World Health Organization (WHO) urged at the 71st Definition of telehealth by the WHO
World Health Assembly in 2018 the use of digital
technologies for health, and has set out a Global Digital
Health Strategy to provide guidance for Member States’
efforts in the area.

“The delivery of healthcare services,
where patients and providers are
separated by distance.

« As at 2021, 120 of its 194 Member States had developed Telehealth uses information and
such strategies and policies. communication technologies for the
exchange of information for the

diagnosis and treatment of diseases

Hong Kong and injuries, research and evaluation,
and for the continuing education of

« Compared with other markets, Hong Kong has adopted a health professionals.”

rather prudent approach to leverage telehealth in its
healthcare system.

» To realise the full potential of telehealth, it will require a
dedicated and integrated approach.



Scope of the Study

While the scope of telehealth services varies among
different places, telehealth broadly refers to
“teleconsultation” and “telemonitoring” services. This
Study primarily focuses on “teleconsultation” in
the private sector, under the broader umbrella of
telehealth application.

13 healthcare professions® are required to undergo
statutory registration/enrolment in order to practise in
Hong Kong. Among those offering telehealth services,
the Study focuses on medical practitioners and
Chinese medicine practitioners (CMPs)
(collectively referred to as MPs in this Study unless
otherwise specified), only for whom guidelines on
telemedicine are currently available.

The terms describing the provision of healthcare
services by information and communication
technologies, such as “telemedicine”,
“teleconsultation”, and “virtual care” are referred as
“telehealth” in this Study.

Fer A B EEE®
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Teleconsultation
el [elemedicine

Telehealth

Telemonitoring

/

*13 healthcare professions include medical practitioners, dentists, nurses, CMPs,
physiotherapists, occupational therapists, medical laboratory technologists,
optometrists, radiographers, chiropractors, dental hygienists, midwives and
pharmacists.



Adoption of Telehealth in Hong Kong
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The outbreak of COVID-19 pandemic led to quarantine and social distancing measures, accelerating the adoption of

telehealth services.

Public

* InJan 2021, the Hospital Authority’s (HA) mobile
application “HA Go” launched features enabling

telehealth for suitable patients.

« According to a Legislative
Council paper, as of Jan 2025,
>265,000 “telemedicine”
cases had been conducted.

+ Telehealth has been introduced
in various clinic services, such
as Geriatric, Palliative Medicine,
Psychiatric and Diabetic, as
well as Allied Health clinic of
various disciplines, e.g. Clinical
Psychology, Physiotherapy and
Speech Therapy.

HA Go

Private

Telehealth services have been provided by MPs individually or through private
healthcare facilities (PHFs), telehealth platforms and insurance companies.

Market size/share statistics could not be assessed due to the absence of an
exhaustive list of service providers.

Private healthcare facility Telehealth platform Insurance company

The Council received 7 complaint cases related to telehealth services from Jan 2020 to Jun 2025, with non-
delivery/refund (57.1%) being the most common reason for complaints.



_ I cHREZAE
Regulatory Framework on Telehealth in Hong Kong CONSUMER COUNCIL

Telehealth is still in the developing stage in Hong Kong, and the Government and professional medical organisations have
gradually introduced regulatory frameworks and guidelines on telemedicine since 2019.

Among the telehealth service providers, only PHFs and MPs are subject to relevant regulatory frameworks/guidelines
currently. Meanwhile, there is no specific monitoring authority governing telehealth platforms operated by non-PHFs
and insurance companies, which are not subject to the “premises-based” Private Healthcare Facilities Ordinance (Cap.
633) and relevant guidelines, but rely on ethical guidelines for MPs.

Codes of practices for PHFs

 Department of Health (DH) Key highlights related to telehealth:
_ _ _ Establishment of policies and procedures to ensure overall
* Code of Practice for Private Hospitals standard of care delivered by “telemedicine” is not
(CoP for PH) (2024) (Para.12.9.1-12.9.4) compromised as compared with in-person service.
» Code of Practice for Day Procedure Centres Qualified and competent staff, and that staff and patients
(CoP for DPC) (2024) (Para.1.3.11.1-1.3.11.4) must be able to identify each other in each encounter.

e Code of Practice for Clinics

(CoP for Clinics) (To be effective in Oct 2025) Safeguarding privacy and security of data and records.
(Para.3.10.1-3.10.4)
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Ethical quidelines for MPs

* Medical Council of Hong Kong (MCHK)
» Ethical Guidelines on Practice of Telemedicine (2019)
+ Chinese Medicine Council of Hong Kong
» Guidelines on Professional Ethics for Telemedicine Services (2025)

The guidelines principally stress that when practicing telehealth:

! A prior in-person relationship is
advisable to exist between a
MP and a patient. If not, it is
necessary to establish a

| “doctor-patient relationship”

| | before practicing “telemedicine”

The MP remains fully

I

| . . Standards of care are applied
. responsible for meeting all

[

I

as equal to face-to-face
| medical consultations

The patient must be suitable

legal and ethical requirements for a “telemedicine” interaction

| The MP should receive training |
' on the system, ensure that the
device is fit for its purpose and

needed on treatment with all medicine for the first time to
necessary information

The MP owes the responsibility
to keep medical records and

the patient, it is advisable for

|
Patient’s informed consent is 0 Before prescribing any ‘
|

| méhsgiggrﬁiﬁggtﬁsagfduimzr?f | explained fully in a clear and | the MP to have an in-person maintain confidentiality
| electronic communications | understandable manner consultation with that patient

The following requirements are additionally applicable to CMPs:
o In the case of courier medicine delivery, a CMP is responsible for reminding the patient to verify the information on the

package and check whether the package is intact upon receipt, and inform the patient of the ways to handle any
irregularities of the medications delivered.




Objectives of the Study

To gather information about perception and experience
of consumers and MPs on telehealth

To review trade practices and terms and conditions (T&Cs)
of the telehealth service providers, aiming to identify
potential issues

To provide recommendations for promoting the
sustainable development of telehealth in Hong Kong
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Telehealth Private
Platforms Hospitals

Private

Insurance :
, Medical
Companies

Groups

Stakeholders
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Pre- and Post-Study Stakeholder Engagement
Government .
& E— Health SUEEL , * Hong Kong Academy of Medicine
Public Bodies (l_)l?f?crzt?g? Igtehorllg’:'on of Private Healthcare Facilities Healthcare © [ong oy Regligienee Chiless deeldhe
' gulatl W HiH Facilities Practitioners Association
& * Hong Kong Telemedicine Association

Patient « Hong Kong Alliance of Patients’ Organizations MPs > Unslnelig Mg elisl asseerten
Organisation, . The Hong Kong Federation of Insurers + The Hong Kong Private Hospitals Association
Insurers and + 3 telehealth platforms

Traders

\ 4 ) 4

Analysis of complaint cases and regulatory regimes

Consumer Survey MP survey, trader survey, and desktop research

[EERTAYEYE 833 MPs (Jun — Oct 2024) . (Jan 2020 — Jun
) Conumer oY . 14 telehealth service providers (Jun — 2025)
Users:400 . .
_ Aug 2024) * Regulatory regimes/measures in Hong Kong and

Non-users: 440 . - . . .

(Jun — Jul 2024) . (1) Reviewed the official other markets (i.e. Australia, Canada (Ontario),
websites, promotional materials and mobile applications Mainland China, Singapore, and the United States
(if available); or (2) conducted phone/online enquiries to (California))

19 telehealth service providers (May — Sep 2024)
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Usage of Telehealth
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» Majority of the MPs and consumers commenced using teleconsultation after the outbreak of COVID-19.

« WhatsApp was the most commonly used channel.

* In the post-COVID-19 era, 73.7% of private MPs that provided teleconsultation continued to provide the service.

Usage patterns

Commonly used
channel

MP Survey

About half of MPs had provided teleconsultation services

* Public: 48.5%:;
* Private: 49.5% (CMPs: 53.2%; medical practitioners:
45.9%)

Of the private MPs that provided teleconsultation:

* 86.3% commenced the services since/after 2020
« 73.7% were still providing

* 19.0% only used for curing COVID-19

55.0% used WhatsApp
6.3% used telehealth platforms

Consumer Survey

Of the consumers who had used teleconsultation:

* 95.5% started using since/after 2020

» 73.0% used more than once, 68.5% of which also

used it for curing illnesses other than COVID-19

* 96.8% had consulted MPs practising in HK, only
4.8% had consulted MPs practising out of HK

* 47.0% users did not have a regular MP for
teleconsultation

Multivariate analysis

Consumers with health insurance were more likely to
use private telehealth

50.5% used WhatsApp and Zoom
37.3% used telehealth platforms

13
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 Consumers used telehealth for both acute and chronic conditions.

* The most common conditions were common cold/influenza (77.5%) and cough (45.8%).

Consumer Survey

Most Common Types of llinesses Private Teleconsultation Were Used for (%)

Common cold/influenza e 77 5
Couqh e 45 .8
COVID-19 meesssssssssssssssssssssssssss 30 1
Headache meesssssssss—— 194
Stomachache s 05
Dizziness mmmmmmm 95
Others (e.g. pain, skin diseases, insomnia) m— 6.7
Stomach and intestinal diseases mmm 4.3
Arthritis/Osteoarthritis a4
Respiratory diseases mmm 3.6
Hypertension ms 32
Problem with oral cavity == 32
Mental ilinesses == 2.8
Diabetes mellitus =m 2.8
High cholesterol = 1.2
Liver diseases 1 0.8

Diseases of the eye 1 0.8
Stroke 1 0.4 m Consumer (n=253)

Note: Multiple answers allowed 14
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 “Unable to conduct physical examination” was the biggest barrier/concern of conducting telehealth for consumers
(44.5%) and MPs (77.0%).

» “Medical incident or inaccurate diagnosis concerns” ranked second (consumers (27.8%); MPs (41.0%)).

Consumer Survey MP Survey

Barriers of Using/Providing Telehealth (%)

Unable to conduct physical examination to facilitate diagnosis 445 770

Concerns over medical incident or inaccurate diagnosis 2/7.8 410

Llablllty concerns over medical incident _ 39.8
- P 27.
Concerns over drug delivery 27.4

Patients lacking technological know-how in using teleconsultation 16.4 347

Patients lacking access to internet or the connection is poor ‘3'277 9

m Consumer (n=317) ®MP (n=495)

Note: Multiple answers allowed 15
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* 99.5% of the MPs thought improvement in relation to telehealth services in Hong Kong was needed.

* 66.5% of MPs deemed revision of telehealth related guidelines and establishment of laws important to clearly specify
responsibility of each party and protect both MPs and patients.

Areas that Need Improvement (%)

Revision of relevant guidelines/establishment of relevant laws to Identlfy _ 66.5
responsibility and protect both MPs and patients :

Endorsement and aCknOWIGdgement of telehealth in Hong Kong by the _ 62.1
Government/relevant professional bodies '
Provision of legal support and advice by telehealth platforms/tools for MPs [ NG 56
Promotion of telehealth services to general public and patients to increase the _ 476
popularity in usage of telehealth :
Provision of technical and administrative support by telehealth platforms/tools _ 44 1

to assist and answer MPs’ enquiries

Subsidy for MPs to purchase relevant equipment and increase service quality || NG 376

Others [} 3.1

No improvement needed/No comment | 0.5 = MP (n = 833)

Note: Multiple answers allowed 16



Fundamental Concerns Related to Telehealth

Fragmented and inadequate
governance framework

Q
A\axl
[ —\

Unclear liability between parties
involved during the provision of
telehealth services

R LCHEEZES
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Uncertainty in
insurance coverage of
telehealth services

17



@ Fragmented and inadequate governance framework

« When patients use telehealth, multiple service providers may be involved in the
provision of services (e.g. PHF, telehealth platform, MP, pharmacist, medicine delivery,
etc.). Save for those for PHFs and MPs, the current regulatory frameworks and guidelines of
the other providers may not have accounted for the context of telehealth.

« Of the 19 reviewed traders, 4 claimed that the teleconsultation services provided were not
intended for diagnosing or to be perceived as given a diagnosis or treatment, even

though their services might involve the issuance of medical certificates and prescriptions.

* Increasing adoption of Artificial Intelligence (Al) solutions in healthcare (e.g. providing
assistance in diagnosing diseases and recommending treatments) may pose higher risks
and requires more supervision.

Example: Extract from the T&Cs of a telehealth platform

3.5 A PFEBRAEEHER A& EIREPER LS, BAEREARAN
¥'~}H]r ) dtak. P HE7S 508 B, SRR A2 ) AR 35 45 A7 (1 -5E 1 )5 PR 1.
F P RNBENE [ St ek (et 2%, WA GRS A2l el fes] 5214
fMAmEEERLEREMHA TR, F&8& A TUANR. FERHFEL
RO EEAGE Ta AT G B 5 Y E T 5

Fer A B EEE®
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=4% the provision of telehealth services

» 8 reviewed traders have set T&Cs for avoiding liability for losses/damages caused by the use of their
telehealth services.

Example: Extract from an exemption clause of a private hospital Case:
its doctors, officers, directors, employees or any associated or affiliated company shall not be liable An c.>nI|ne pIatforr.n claimed to offer teXt'_based
for any punitive, exemplary, consequential, incidental, indirect or special damages (including, without medlcal_ consu"a}t'ons’ and there were sections at
limitation, lost profits, business interruption, loss of programs or other data on your computer or otherwise): its website for weight management and treatment
(11 H LH
(a) arising from or in connection with your use of the Telemedicine Services, whether under a theory of for the “three highs”.

The DH (i) referred the case to the MCHK for
investigating whether any medical practitioner has

Example: Extract from the T&Cs of an insurance company violated relevant professional conduct; and (i)
issued written warnings to individuals and

: 'C”;;r;::j is not the developer, controller or operator of the v==ic=r app. The use of the wcicew app is subject companies responsible for publishing such
to the terms and conditions set out in the wacisowapp. " is not responsible or liable for any costs, advertisements, which was found to potentially
losses or damages in connection with the use of the veiwicow app and makes no guarantees, violate the Undesirable Medical Advertisements
representations or warranties of any kind, expressed or implied, about the security, completeness, Ordinance (Cap. 231). However, it was unclear
accuracy, reliability, suitability or availability with respect to the weicaicew app. The Qualified Insured Person whether the online platform bears any liabilities for

the text-based medical consultations offered.

19
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* 9 reviewed traders clearly stated whether insurance claims were applicable for telehealth or not.

« It was uncertain for the remaining 10 reviewed traders, which advised to check with their insurance
company / provided with no reply.

Example: A clinic advising patients to verify coverage of their insurance policies

5.4 You are responsible for verifying whether your insurance policy (if any) covers the online consultation service, and you may be responsible for paying

any expenses not covered by the insurance company.

Example: A private hospital stating that the telehealth service they provided is not covered by medical insurance
Can | make insurance claims or use the vouchers under the Elderly Health Care Voucher Scheme for
telemedicine services?

Telemedicine services are not eligible for insurance claims or the use of health care vouchers.

| called the clinic and enquired if | would be eligible to settle the bill with my medical
card but the clinic staff responded vaguely, saying “I cannot tell until | have seen and
checked the card in person”. When | arrived at the clinic for settling the bill and
collecting medicine, only then, | was told that bills concerning telehealth services

cannot be settled with medical card. Y,

Complainant
20
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El ES =

Unclear information Lack of consumer Insufficient Privacy and security
provision choices operational concerns

support
1. Non-transparent price 3. Limited MPs and 4. Difficulties in getting 5. Worries about security
and service information consultation timeslots support of telehealth platforms/

2. Potentially unfair/ teleconferencing tools

insufficient/unclear

service terms 6. Insufficient safeguard
on patient information and
privacy

21
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1. Non-transparent price and service information

* Fee information of some reviewed traders was not transparent enough
« 5 traders did not provide fee information before account registration/enquiry to customer service.
« 1 trader did not clearly specify whether a charge listed on the website was inclusive of medication delivery fee.

* Refund mechanism was unclear

« 15 traders did not clearly state that whether full refunds or free physical consultation would be arranged for the
patient if the MP believes the patient is unsuitable for telehealth.

| used a platform to book for a private hospital’s telehealth service and paid $400, a fee

that | thought was a consultation fee. After the consultation, | was additionally charged

by the platform a total of $550, including consultation, medication and delivery charges.

The platform’s website did not clearly state that the $400 | paid was a reservation
— fee, potentially misleading consumers.

Complainant /

22



Fer A B EEE®

} Unclear Information Provision (Cont’d) CONSUMER COUNCIL

» List of problems amenable for telehealth was not available.
« No information on the suitable or unsuitable conditions for telehealth on 3 reviewed traders’ website/upon enquiry.
« Even for those making relevant disclosure (16 traders), no common standard was observed. Such varying scope

among different traders could be confusing to patients.

Example: Screen captures from a telehealth platform and a private hospital

A telehealth platform stated “dizziness” as a suitable condition for telehealth; yet a private hospital stated “dizziness” as an

unsuitable condition for telehealth.

What is Telemedicine?

Benefits

Suitable Conditions

Common llinesses

» Coughand fever

» Sore throat or laryngitis

« Diarrhoea [ Vomiting

* Flu/Cold

 Sinusitis

» Skin rash and other skin problems
» Cold sores

¢ Headache

* Giddiness / Dizziness
e

* Redeye

In case the doctors or nurses consider that telemedicine service is not suitable for the patient, they have
the right to terminate tele-consultation and the patient will be suggested to physically attend the Group to
complete consultation / seek for the nearest emergency medical assistance. The following are examples
of health conditions which the doctors or nurses might consider not suitable for the patient to proceed with
tele-consultation:

Visual disturbances - double vision or blurred vision or loss of vision
Facial weakness / numbness

+ Dizziness and imbalance

23
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« Service scope information publicised by some reviewed
traders could be confusing

1 trader claimed that patients could consult a specialist doctor
online anytime in its advertisement, but there were only general
medical practitioners and CMPs providing services, and the
service was only available on weekdays and Saturday mornings
at office hours.

1 trader claimed that its service “is provided by all general
practitioners and specialists in Hong Kong”, which might be
exaggerated.

5 traders did not state clear enough whether medication
delivery services would be provided on weekends/holidays.

Complicated process for patients seeking essential information -
A trader’s website mentioned “same-day medication” with a
remark of “terms and conditions apply”. To uncover the specifics,
patients were required to access the mobile app, which
mandated account registration.

Fer A B EEE®
CONSUMER COUNCIL

Example: Screen captures from two telehealth platforms on service scope

Platform :3-Highs GO Plan| Platform - Online Doctor
offer comprehensive online consultation, including GP & Chinese medicine practitioner.

Consult a specialist doctor online anytime, anywhere in Hong Kong with  Platform now! =5

Health & Wellness - Makeup - Skin Care - Makeup Products - Skincare Products - Pet Care

GP consultation Service Hours: Mon to Fri, 9:00am-5:00pm ; Sat, 9:00am-11:30am

a IRHERIRRS? IR (©
ISR EEE?

-IEI

\IZA

EADETER B EREE, BRERERIUG LS
FRE, Ewm ATERTRWNE, HATFENIETRESIREDR. &
DRGSR, EEEELIHNISREREE, Ea TrR
f%ﬁ%ﬁ%ﬂﬁ% s FPSRARFS R B EEEA,
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]Unclear Information Provision (Cont’d)

2. Potentially unfair / insufficient / unclear service terms

« T&Cs not available from a few traders

Fer A B EEE®

CONSUMER COUNCIL

« Of the 19 reviewed traders, 3 did not provide T&Cs online; 2 provided essential information in the format of Q&As, while 14

traders provided T&Cs online.

* For the 14 surveyed traders, 4 did not set any T&Cs for the provision of telehealth services (including but not limited to

privacy policy or other procedure/mechanism/arrangement).

« Unfair T&Cs might put consumers at a disadvantaged position and undermine their rights

« 1 reviewed trader claimed that it had no liability for economic losses resulting from platform malfunctions, which
could be unfair to users who paid for the telehealth service and ended up not receiving the service due to platform

malfunctions.

Example: Extract from a T&C of a telehealth platform

105 WA F& § A RE05E A Sl R S R ACE 6 8 IE 7T,

Ll
ey

ey FHAL LAt H 008 A RS AL o135 0 X R

BB AR S, MR T EME. B PR EAERN
Wik, F& AR EE. M, e (RBIASSE U R A HEE

25
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Consumer Survey

3. Limited MPs and consultation timeslots

Limited choices for consumers might lead to dissatisfaction
« 44 .9% of dissatisfied consumers stated that the choices of MPs and consultation timeslots were insufficient.

* 1 reviewed medical group even claimed that it had the right to change the MP selected by the patient at any time.

Reasons of Dissatisfaction with Telehealth Platforms (%)

Choices of MPs and consultation timeslots were _ 44.9

not sufficient

Fees were too high [N 256

The instructions/technical support were insufficient [[INNEGgoE 17.9

Fee information not transparent [N 15.4

The original appointment was cancelled/changed I 141
by the platform/MP )

The MP who conducted the teleconsultation was not the one
originally chosen I 103

Teleconsultation session could be
tracked and monitored I 103
Teleconsultation session could not be rescheduled [ 9.0
= Consumer (n=78)

Note: Multiple answers allowed

26
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Consumer Survey  MP Survey

4. Difficulties in getting support

« Consumers faced confusion and frustration due to unclear information/inaccessible customer service and
inadequate instructions

» Information provided by customer service of 11 reviewed traders was not clear enough or it was difficult to reach the
customer service.

« E.g. A call was made to a private hospital to enquire telehealth insurance-related matters, the staff advised the enquirer to consult the
hospital’s insurance hotline. However, no one picked up the calls to the hotline despite 3 attempts being made on 3 different days.

« From the MP survey, MPs opined that the private healthcare facilities did not provide sufficient and clear
instructions on operation of telehealth services for which they were asked to use. Only 3.2 out of 5 marks were given
by private MPs on “there were sufficient information on operation”.

« 17.9% consumers opined that the instruction/technical support for using telehealth platforms were insufficient or unclear.

\

| booked for teleconsultation through an online platform and settled the consultation fee
prior to the consultation. At the scheduled appointment time, | tried connecting to the
doctor for more than an hour, but it was unsuccessful. | even attempted to call the
platform for support but was in vain.

Complainant (Subsequent to the Council’s intervention, the complainant received a full refund.) )

27
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Consumer Survey  MP Survey

+ Both consumers (40.3%) and private MPs (42.7%) worried that the “consultation sessions could be tracked and monitored” when
using teleconferencing tools.

5. Worries about security of telehealth platforms/ teleconferencing tools

*  29.9% consumers also worried that “the tool collected excessive personal and payment information” from them.

Reasons of Dissatisfaction with Teleconferencing Tools (%)

Teleconsultation session could be tracked and monitored 40':;"2 7

The tool collected excessive personal and payment information 29.9

1

3

The terms and conditions were insufficient 284

22.0

The technical support were insufficient 20.9

Fees were too high 20.9

_\|

1.0

Wrong delivery of drugs 9.0

4.9

m Consumer (n=67) m Private MP (n=82)

Note: Multiple answers allowed 28
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6. Insufficient safeguard on patient information and privacy

« Among 3 surveyed traders who developed their own tools, only 1 indicated that it had obtained accreditation on privacy
protection. For the 10 surveyed traders which used third-party platforms/tools to provide telehealth services, only 4
reckoned the platform/tool had obtained related accreditation.

« For 3 surveyed traders, no identity information was needed when patients collect medications via home delivery service,
which might'lead to potentially wrong delivery of medications.

« Consumers would be prone to various cybersecurity risks (e.g. unauthorised tracking/use of data) if there is insufficient
safeguard to their personal and health information provided to and/or transmitted through telehealth platforms/tools.

Telehealth Platforms/Teleconferencing Tools:
Accreditation Status on Privacy Protection

Not sure

Did not obtain accreditation on
privacy protection

Obtained accreditation on

privacy protection
1

1
1

Developed by surveyed trader Developed by a third-party
29

Remark: 1 surveyed trader responded that it had never/no longer provided teleconsultation services
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Government bodies acknowledged the increasing adoption of telehealth services. Within the public sector, clinically stable\
patients meeting certain criteria (such as not requiring a hospital visit for physical examination) would be invited to receive

telehealth services.

For the development of telehealth in the private sector, the Government noted that there are current guidelines on telehealth for
healthcare professionals. Meanwhile, the Government is open to facilitate communication with the relevant professional
regulatory bodies to develop guidelines which serve as guideposts for their professions in providing telehealth services. J

Medical associations and healthcare facilities expressed diverging views on the future adoption of telehealth,\
with some opined that it is not equivalent to physical visits, while some expected that its future use would increase.

g % Some MPs and professional bodies expressed that the existing regulatory frameworks and guidelines on telemedicine were

insufficient, which might disincentivise MPs to practice telemedicine due to liability concerns. Besides, conventional medical
training placed emphasis on making diagnosis through physical consultation, training on teleconsultation diagnosis should be
incorporated to enhance diagnosis accuracy. J

Insurer _representatives pointed out that insurance claims concerning telehealth services were reviewed the same as
traditional medical services, both regard ‘medical necessity’ as a key factor in determining reimbursement. They noted the rising
demand for extending insurance coverage to telehealth services, and opined that insurance companies would continuously
review the service demand and cost-benefit when designing insurance plans.

Telehealth platform operators shared that usage of telehealth had risen after the COVID-19 pandemic. In the absence
of clear regulatory guidance, they expressed difficulties in navigating uncertainties with concerns over inadvertently violating the

laws while operating the platforms. They welcomed regulations and guidelines to be formulated to instill in operation certainty
and public confidence.

31
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OECD countries - Regulatory devel t on telehealth . . .
Sl I A i s R . As at 2020, 28 Organisation for Economic Co-operation and

Country Has national legislation, What is the main source of Defines jurisdiction, liability

srasgycplicyn flewse g lor i) orimbusmanl Development (OECD) countries have national legislation,
o= Ve Pl = T strategy or policy on the use of telehealth; some of which also
ushale s Pus Te have adopted reimbursement strategies on telehealth.
Belgium Yag Public Mo
Canc Yes Publc « To select the markets for reference to Hong Kong, the
o = Pak fo following factors are considered:
et - e - > Established regulatory frameworks for telehealth, as well as
Eeuna S Pt L privacy and data protection obligations
S = ' ' > Advanced integration of telehealth into routine care
Greeca Yas Public Yes . . . . .
Hungary Yes Publc No > Technological innovations that facilitate telehealth (such as mobile
e “ e - health platforms)
s - o - > Clear definitions for telehealth services, such as liability and
Japan Yes : insurance reimbursement
Latvia fes' Danorinan-public Yes
o - e - > More geographically and culturally proximate to Hong Kong
Mezxico fes' Public Mo
Netherlznds fes' Public Yes
e e Pkt e 5 reviewed markets included:
Poland Yag Public Yes
Sk e = - - « Australia « Canada - Ontario
Slovenia ! Public Yes
o o e - « Mainland China « Singapore
Switzerland Na Pubkic & private Yes
i - e = « United States — California
United Stetes Yes' - Yes
Source: OECD Health Working Papers (2020). Bringing health care to the patient: An 33
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Regulations/Guidelines Governing Telehealth Services

« All the 5 reviewed markets have regulations/guidelines on provision of telehealth services.

Australia

Canada (Ontario)

Mainland China

Singapore

Fer A B EEE®

CONSUMER COUNCIL

US (California)

v
(Framework on

v

v . ) , v
Telehealth (Guidelines: Telemedicine (2919)’ 4 A {k N (The I.—|ealthcare Serwc'es Act (HCS.A) (Telemedicine Development Act
) . . Framework on Virtual | (BE#Ez2EEIEIEA (& (2020); Healthcare Services (Outpatient _
services & | Telehealth consultations with = - . . . . ) (1996); Telehealth Advancement
. . : Care (2022)) 7) - BHREREIBILE Medical Service) Regulations (2023); _ .
Telehealth [ patients (2023); Information for e Yo 30 B 7 oot . . . ] Act (2011); Business and
i I . (&17) - EREBERFEE | National Telemedicine Guidelines (2015); . .
practitioners | Practitioners Who Provide v AN . . - . Professions Code (BPC) section
: , - ERE (H1T7) (2018)) the Singapore Medical Council’s Ethical
Virtual Care (2024)) (Virtual Care Policies : . 2290.5)
Code and Ethical Guidelines (2016))
(2007))
v
Health v v v (HIPAA; Health Breach
Privac v (The Personal Health (BRXBEREZESEN | (Cyber and Data Security Guidelines for Notification Rule (HBN Rule)
L /y (Guide to health privacy Information Protection IR EREFEAREE Healthcare Providers (2023)) (2009); the Statement of the
G :“:s (2025)) AO Pal—:IOP A ;gg 4'0 X ZENRIEZEEIA (Ministry of Health proposes to roll out the Commission on Breaches by
uidelines ct ( ) (2004)) (3217 BB AN (2018)) “Health Information Bill” at end-2025) Health Apps and Other Connected
Devices (2021))
N/A v
TT::::)?:; (The Australian Digital Health v (Health Insurance Portability and
tzchnolo Agency has prepared the draft | (Virtual Visits Solution N/A N/A Accountability Act (HIPAA) (1996)
. 9y Digital Health Procurement Requirements (2020)) — Business Association
providers s .
Guidelines for consultation) Agreement)
v v v N/A Y
Insurance (Telehealth services match (Introduction of the | (BEIXBE{RIEFENIEMDR (Consider to expand MediShield Life to
. .. ) . s 0 g By e | " (Telehealth Advancement Act
reimburse- clinical requirements and new virtual care model | ¥ "G4S+ B &R SEE | include coverage for additional care types (2011): Assembly Bill No. 744
ment benefits of face-to-face in the Ontario health RN ILENEERR like telehealth services outside traditional ’ y '

consultations)

care system (2022))

(2020))

hospital settings)

(Ch. 867) (2019))

N/A = Information not available at the time of research
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Patient’s Informed Consent

Fer A B EEE®

CONSUMER COUNCIL

Across the five markets, there are requirements for informed consent and emphasis on patient understanding on

the information provided regarding telehealth services, including potential risks and limitations.

However, the mode of the informed consent varies.

Australia

Canada (Ontario)

Mainland China

Singapore

US (California)

Mandatory;
mode unspecified

Mandatory;

during patient’s initial virtual
visit, and each time the
benefits, limitations, and
potential risks change,
express or implied consent
be given (subject to the
degree of risk)

Practitioners must explain the
details and costs of the
telehealth services to the
patient; written consent with
signature

Mandatory;
mode unspecified

Before providing telehealth,
must inform the patient about
telehealth; verbal/written
consent must be documented

Hong Kong

The mode of informed consent for telehealth services is

not specified.

The MCHK — Ethical Guidelines on Practice of Telemedicine

Proper informed consent requires that all necessary information regarding the

telemedicine interaction be explained fully to the patient in a clear and

understandable manner, including how telemedicine works, its limitations and

adequacy to meet the desired standard of care, other suitable alternatives available,

privacy concerns, the possibility of technological failure including confidentiality

breaches, protocols for contact during virtual visits, prescribing policies, and

coordinating care with other healthcare professionals.

If a physical examination 1s likely to add cntical information, the doctor should

not proceed until a physical examination can be arranged.
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Prescription Cr L HBEEaE
CONSUMER COUNCIL

« All the reviewed markets allow telehealth prescription, while emphasising the need for safe/cautious/real-time
prescribing practices, especially for controlled substances.

* In the Mainland China, the prescriptions need to be reviewed and approved by a pharmacist.

Australia Canada (Ontario) Mainland China Singapore US (California)

- ltis ngcgssary for ) Electronlc.: s.lgn.ature from Prohibits the prescription of: L
prescription to be conducted the physician is required . Controlled drugs or Prescription drugs must be
after a real-time direct * Prescriptions must be medications with addictive prescribed by a physician
consultation (e.g. in- Prerequisite set for reviewed and approved by ootential after an appropriate
person, via video/telephone) | certain prescriptions a pharmacist . Medications which may have examination has been

» Prescription for (narcotic and other * Online issuance of high- more drug-drug interactions performed and a medical
asynchronous requests for | controlled substances) risk prescriptions (e.g. . Medications requiring the indication for the
medication communicated narcotic drugs and ) ) prescription has been
by text, email, live-chat or psychotropic drugs) is patlclar?ts t(? b.e first taught to be determined
online is not recommended prohibited proficientin its use
Hong Kong The MCHK — Ethical Guidelines on Practice of Telemedicine

25. A doctor may prescribe for a patient via electronic means only when he has

The guidelines in Hong Kong on prescription via
electronic means are rather broad, which generally

adequate knowledge of the patient’s health, and 1s satisfied that the medicine

require MPs to have adequate knowledge of the serves the patient’s needs. A doctor must consider: (a) the limitations of the
patient’s health, and is satisfied that the medicine medium through which he 1s communicating with the patient: (b) the need for
serves the patient’s needs. physical examination or other assessments: and (c) whether he has access to the

. . patient’s medical records.
Nonetheless, it suggests that before prescribing any
medicine for the first time to the patient, it is advisable
for MPs to have an in-person consultation with that
patient.

26. Before prescribing any medicine for the first time to the patient, 1t 1s advisable for

the doctor to have an in-person consultation with that patient.
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Except Singapore, four other reviewed markets implemented specific regulations/guidelines protecting patients’ health privacy.

Singapore relies on a personal data protection law in common healthcare scenarios. Yet, it has developed a set of cyber and data
security guidelines in the lead up to the potential implementation of a bill to govern health information.

In particular, Ontario, Mainland China, and California have health privacy law/guidelines specifically for telehealth services as

follows:

Canada (Ontario)

Health information custodians and electronic service
providers must manage personal health information based
on their roles (e.g. if the provider is an agent of the
custodian, the custodian remains responsible for any
personal health information that is collected, used,
disclosed, retained, or disposed of by the agent)

Mainland China

Require medical institutions to implement
Level 3 information security protection
when providing telehealth services

US (California)

Vendors of personal health records must notify
individuals, the Federal Trade Commission, and
media of breaches

Hong Kong

Personal Data (Privacy) Ordinance (Cap. 486) (PDPO) provides comprehensive data protection, applicable to both the public
and private sectors and with a number of exemptions (such as for protection of a data subject’'s health) from some compliance
requirements. For the health records in the Electronic Health Record Sharing System (eHealth System), the Electronic Health
Record Sharing System Ordinance (Cap. 625) provides legal basis for the collection, sharing, use and safe keeping of patients'
health data thereunder. Such records amount to personal data, and is also protected under the PDPO.

The MCHK has also required and advised medical practitioners, through the Code of Professional Conduct and Ethical Guidelines
on Practice of Telemedicine respectively, to ensure patient confidentiality and data integrity, as well as to have due regard to their

responsibilities and liabilities under the PDPO.
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There are regulations/guidelines in Ontario and California outlining the roles and obligations of telehealth service providers such as
telehealth platforms or technology providers in protecting patients’ health privacy.

The Australian Digital Health Agency has drafted guidelines for telehealth technology providers, focusing on cybersecurity, data sharing,
privacy, and core requirements. The draft guidelines are currently under consultation.

Canada (Ontario) US (California)

Ontario Health has established technical requirements for
telehealth service providers (e.g. videoconferencing and
secure messaging solution providers), which include, among
others:

comprehensive liability terms for virtual visit solutions

data protection against unauthorised disclosure and
modification

transfer of virtual visit information to medical records for
documentation and auditing

accessible technical support for both clinical users and
patients

HIPAA dictates that a telehealth vendor must monitor data, such as electronic
protected health information, that is stored during transfer. They are required to
provide customers with a business associate agreement (BAA) which must include
methods used by the third party to ensure the protection of the data and
provisions for regular auditing of the data’s security.

\/HIPAA-compIiant tools that include a BAA are permitted for use in telehealth
services (e.g. Zoom for Healthcare, which is the healthcare version of Zoom)

Public-facing video platforms are not allowed for telehealth purposes
(e.g. Facebook Live and TikTok)

Hong Kong

The provision of telehealth services by PHFs and MPs are subject to regulatory frameworks/guidelines, which contain requirements on
privacy and security of data and records.

However, the obligations and liabilities of non-PHF providers, such as telehealth platforms and insurance companies are unclear as
they are not subject to the relevant “premises-based” ordinance and guidelines, but rely on ethical guidelines for MPs and the protection
under the PDPO.
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« Various mode of insurance systems are adopted in the 5 reviewed markets, and policies for telehealth service reimbursement also vary.
 Mainland China and California emphasise the principle of insurance reimbursement parity between telehealth and in-person
consultations.

« In the way forward, the coverage of MediShield Life (a mandatory health insurance scheme in Singapore) would be expanded to
include telehealth services in addition to traditional hospital care.

Australia Canada (Ontario) Mainland China US (California)

Heath insurers cannot require in-person
visits before reimbursing for telehealth
services or limit the settings where these
services are provided.

The insurance payment scope is
determined based on local medical
insurance policies and the
services offered by designated

Medicare Benefits Schedule (a list of |Insurance reimbursement payment
the Medicare services subsidised by |depends on the type of
the Australian Government) telehealth |interaction and the existing

items have the same clinical physician-patient relationship :nedical inftitutiqns provi.ding Heal_th insurers must reimburse. telehealth
requirements as the corresponding (e.g. compensated at only 85% of Internet +” medical services. serw_ces at the' same I:ates as in-person
face-to-face consultation items and the in-person fee for telephone Telehealth reimbursement should be | S€FVI¢€S: Pfov'de equl.v.alent coverage
have the same MBS benefit. consultations). fair and consistent with offline without limiting to specific providers, and
. . . . apply the same deductibles and
medical service policies. . . .
maximums as for in-person services.
Hong Kong

There is no clear framework for insurance reimbursement for telehealth in Hong Kong. Claims condition (e.g. whether telehealth
services can be claimed) depends on the clause and terms under each medical insurance plan and it varies from plan to plan.
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Realising the full potential of telehealth services can help improve the accessibility, quality, affordability and
sustainability of healthcare services, as well as meet the growing demand for healthcare services by integrating
such services into health systems and inclusive governance.

The Council puts forward the following 5 recommendations to achieve these overarching goals:

(1. Strengthen guidance for appropriate professions providing telehealth services \
(2. Enhance governance to cover telehealth platforms and communication tools \
(3. Promote market transparency on telehealth \
(4. Improve the usability of telehealth services \
(5. Educate and support consumers to safely use telehealth services \
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Strengthen guidance for appropriate professions providing telehealth services

Telehealth is an emerging field in Hong Kong, and the Government and professional medical organisations have
been gradually establishing regulatory frameworks/guidelines to support its development. Such guidelines were
designed to be broad and generic in nature in the view that telemedicine is still in the developing stage in Hong Kong.
In actual practice, MPs expressed concerns over the quality and related legal and ethical issues and they deemed
further guidance important to clearly specify responsibility of each party and protect both MPs and patients.

With the growing adoption of telehealth in other healthcare professions, relevant professional medical organisations
are recommended to also develop comprehensive guidelines for respective professions to follow.

Overall, the Government is recommended to work with professional medical organisations to consult healthcare

professionals (including MPs) regarding their experience and concerns in the provision of telehealth services, in order
to provide more detailed guidance to healthcare professionals as appropriate.
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Recommendation 1 — CONSUMER COUNCIL

Strengthen guidance for appropriate professions providing telehealth services (Cont’d)

Suggested items to be included in the guideline:

« Clinical standards: Clear and well-defined indication of the governing bodies’ expectations on clinical standards for
approving the provision of telehealth services;

« Technical operation: Guidance for handling issues that may occur during telehealth (e.g. technical training and operational
support needed, preparation of contingency plans in case of technological failure);

« Obligation and liability: The obligation and liability of the MPs and healthcare professionals when various parties (e.g.
telehealth platforms, outsourced providers of courier medicine delivery services, etc.) are involved in telehealth;

 Disclosure for informed consent:. A sample disclosure for informed consent to help MPs ensure consumer
understanding, operational efficiency, and consistency across telehealth providers;

« Cybersecurity and privacy protection: Requirements on patient data handling, transmission, retention and protection, as
well as identity authentication;

« Usage of Al: (i) Requirements on ethical adoption of Al (e.g. design, development, training, validation); and (ii) Enabling
consumers to know the source of the advice when using Al to generate replies to patients (e.g. via Chatbots); and

» Medicine delivery: Requirements on courier medicine delivery, such as standards of packaging, temperature control,
provision of medication instructions, steps for verifying patient identity, etc.
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Enhance governance to cover telehealth platforms and communication tools

To foster consumer trust on telehealth services, the Government is recommended to also oversee the service providers which
support the practice of telehealth by healthcare professionals (e.g. telehealth platforms), as well as the use of
videoconferencing and secure messaging solutions (e.g. communication tools) for telehealth, as some of which are even not be
specifically designed for telehealth, and hence may not be suitable for the practice of medicine. The following options are proposed
for consideration.

Short — Medium term

» Voluntary adoption of accreditation: The Government to encourage telehealth platforms and communication tools to fulfil a set
of requirements (e.g. data security and privacy protection) via voluntary accreditation mechanism to enhance safeguard to
consumers’ personal information and health data.

«  Whitelist: Relevant trade associations to establish a whitelist to provide a record of telehealth platforms and communication tools
that meet the relevant standards and requirements (e.g. accessibility, reliability, security, privacy and confidentiality of patient
information, etc.).

« Binding contracts: In case PHFs and MPs collaborate with third-party platforms/tools to provide telehealth service, they are
encouraged to enter into service agreement with the service provider(s) to enhance service and bind them in obliging a set of
performance standards (e.g. data protection, confidentiality, user support, access control, liability terms).

« Enhancements on requlatory framework: The regulatory framework might not be “one-size-fits-all”’, but shall cover all telehealth
service providers, including non-PHF providers like telehealth platforms.
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Enhance governance to cover telehealth platforms and communication tools (Cont’d)

Suggested items to be disclosed on the whitelist

for telehealth platforms and communication tools:

« Accreditations obtained by the service providers;

« Official link to the videoconferencing and secure
messaging solution provider;

» Contact details of technical support and customer
services;

« Information of complaint channels and performance
pledge; and

» List of PHFs, MPs and healthcare professionals that
are in collaboration with that provider.

Reference: Interface of Health Bureau’s Primary Care Directory

@ Health Bureau
Tha Gov ent of the H Kong S il Administrative R n
IS Rt ok st @ HZ5Eigr

D Primary Care Directory & | TextSize | EF
ext size 18]

Service Provider Information 4
Gender Email
Type of Primary Care Provider Stream of Practice
Daoctor General Practice

Medical Council ofHeni Keni Registration Number

Qualification

Affiliated Private Hospital with Admission Right
« Canossa Hospital (Caritas)

+ Gleneagles Hong Kong Hospital

+ Hong Kong Adventist Hospital-Stubbs Road

« Matilda International Hospital
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Promote market transparency on telehealth
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Enhancing information transparency can empower patients to make informed decisions, increase their trust in
telehealth services, and enable them to use the services smoothly.

Short term

The trade is recommended to proactively publicise price related information and enhance the transparency
throughout the whole telehealth process:

Information provision: Provide clear charge and operational information (e.g. terms and conditions, refund
and medication delivery arrangements, problems deemed not amenable to telehealth by the provider);

Training to staff. Establish internal guidelines or provide training to ensure consumer-facing staff provide
patients with necessary and timely information and technical support;

Advertising: Refrain from exaggeration representation at advertisements, as well as unconsented direct
marketing; and

Authentication of identity: Enable authentication of the identity of MPs and patients before consultation (e.g.
via iAM Smart).
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Improve the usability of telehealth services

(i) Participate in and contribute to the eHealth System

MPs have expressed concerns in using telehealth services (e.g. inaccurate diagnosis due to infeasibility of physical
examination and lack of patient’'s medical history). The Electronic Health Record Sharing System (Amendment) Bill
2025 was gazetted in March 2025 aiming to expand and enhance the data collection, sharing, usage and protection
mechanism of the eHealth System.

To enhance diagnostic accuracy under these constraints, healthcare providers, medical professionals and
the public are encouraged to participate in the eHealth System for sharing of health records.

As the deposit rate of private healthcare providers has been low — as of November 2024, nearly all (over 99%) of

the sharable electronic health records on eHealth came from public healthcare providers, it is essential to
reinforce data contribution by the private sector, so as to enable citizens receiving seamless care.
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Improve the usability of telehealth services (Cont’d)

(i) Expand the coverage of insurance to more telehealth services

Telehealth, as a practice of medicine, should be taken into account by insurance companies when they design
health insurance plans. Yet, currently, whether telehealth is covered depends on the design of individual insurance
plan of the insurance companies.

Insurance companies are recommended to consider covering telehealth by a greater extent of medical insurance
plans, in order to reduce patients’ economic concerns in using telehealth services.

For the existing health insurance plans, insurance reimbursement arrangements should be considered for typical

telehealth services, such as teleconsultation, outpatient care, medications, etc. Telehealth services reimbursement
should be consistent with in-person services to ensure patients receive equal protection.
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Reference: Mainland China and US

It provides guidelines for improving the medical insurance
payment policy for ‘Internet +' medical services:

 Define payment coverage based on local medical
insurance policies and services from designated “Internet
+" medical institutions.

* Insured patients can have consultation and medication
costs reimbursed according to local regulations when
revisiting designated institutions.

« Start with outpatient chronic special diseases and
gradually include common and chronic diseases in
the payment scope for “Internet +” services.

ST KB EEEE
CONSUMER COUNCIL

US - Telehealth Advancement Act of 2011

It ensures healthcare service plans and insurance companies to adopt
payment policies to compensate healthcare providers providing covered
healthcare services through telehealth:

* Recognise the practice of telehealth as a legitimate means by
which an individual may receive healthcare services from a
healthcare provider.

* No health insurer shall require that in-person contact occur
between a healthcare provider and a patient before payment is
made for the services appropriately provided through telehealth.

* No health insurer shall limit the type of setting where services
are provided for the patient or by the healthcare provider before
payment is made for the covered services appropriately provided
by telehealth.
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Educate and support consumers to safely use telehealth services

The Government has a role in facilitating equitable access to healthcare, including telehealth which may help
meet the growing demand for healthcare services, while empowering the public through education is part of that

effort. On the other hand, the trade has the responsibility to ensure consumers are well-informed and supported,
so as to build consumer trust on their services.

Short term

» Telehealth service providers to cater to patients with varying levels of digital literacy and diverse needs, by means such

as offering essential information in multiple languages and enabling enquiries made through different channels (e.g. enquiry
hotlines), to enhance the accessibility of services.

» The Government to provide advice to consumers on fraud prevention, for example, consumers should:
» Clear browsing history and cookies regularly to reduce the risk of being tracked.
» Use telehealth service with caution to prevent falling victim to deepfake technology, and verify the MP's identity.

In face of suspicious URLs, phone numbers, payment accounts, use the “Scameter” and “Scameter+” launched by the
Hong Kong Police Force to assess the risk of fraud and cybersecurity.

The Government to enhance public understanding on telehealth at district level (e.g. via District Services & Community

Care Teams) and provide education (e.g. technological know-how and patient rights when using telehealth) to the public,
building their self-care competencies.

Providers of telehealth services to provide clear instructions to patients before using telehealth, especially for

vulnerable groups. 50
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Way Forward

The use of telehealth services has seen a significant upward trend globally, driven by advancements in digital
technology, changing patient expectations, and the need for more accessible healthcare solutions to meet growing
demand. Particularly since the COVID-19 pandemic, telehealth has evolved from a niche offering to wider
adoption, enabling remote consultations, chronic disease management and health support. The Council considers
that adopting a forward-looking approach is essential for Hong Kong better integrating telehealth into its health
systems.

Moreover, as integration between Hong Kong and other cities in the Guangdong-Hong Kong-Macao Greater Bay
Area (GBA) strengthens, the need for cross-boundary telehealth services (as well as cross-boundary data
sharing) may rise as a result. Meanwhile, various kind of challenges lie ahead, such as digital literacy,
infrastructure development, Al advancements, cross-boundary liability, privacy and data issues, presenting as
hurdles to be overcome.

The Council advocates the Government to continue its reform on enhancing the quality and efficiency of
healthcare, to also better utilise telehealth and prepare for future advancements step by step in the years to come.
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